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Passwords 20

As in most areas of life, IT security has its fslitare of cherished beliefs that happen to be wromg of the most
pernicious of these is the myth that conventiorssmvords are good for securing network-accesstie ar services.
They're not, and this realization is now spreadiBgt when it comes to the vulnerability of passverd little

knowledge can be a dangerous thing; some commaswiad-strengthening’ measures can actually regassword
security in online applications.

A password is only secure for as long as it rema@tget. Once compromised it is worthless. Thezevao ways for a
password to be compromised: it can be guessedcanibe disclosed. In this paper we consider paskguessing and
password disclosure in turn.

Password guessing

It's not hard to design an unguessable passwomtdRaly select a sequence of 1,000 characters\anild, you now
have a password which is, for all practical purgpssguessable. Unfortunately, you also have awmadswhich is
unusable In the real world of conventional passwordsusigg and usability tend to conflict. The higheetkecurity,
the lower the usability; the better the usabiliig tvorse the security.

Where users are allowed to choose their own paslsmeith complete freedom, they tend to favour Uggbover
security, as a number of studies have shown. Inabribese dating from 1990the average password length was 6.4
characters, and 24% of passwords could be guesseg a dictionary of only 63,000 words. More rebettis data
was re-analysed and with more advanced technigRf#sof the passwords were found to be readily cralekah 1992
study yielded a data set in which 20% of passwavdse guessable, and the average password length6\8as
characterd.In a 2006 study the average password length wasdfto be 6.8 characters, and using a commercially
available password recovery toolkit 23% of the passds were cracked in 30 minutes and 55% in eightsf These
studies demonstrated what hackers have long knowrat-users tend to behave like other users, imduth their
password choices. In a 2006 sample, collected &ghishing attack on MySpace.com, 0.34% of usezd tl®e name
part of their email address as their password,%.28ed passwordl, while abc123 and myspacel weck 1%
each. Individually these may look like small nunshdsut put them together in a larger ‘top 100’ opplar password
choices, and they become a gift to password cracker

A common industry reaction is to protect users frim@ir own unsafe choices by imposing structuraist@ints on
what constitutes a valid password. For examplegrparate policy may decree that a password musit keast eight
characters long, and must contain a mixture ofadptic and numeric characters. This policy rulesmast easily
guessable passwords based on knowledge of theaugenames of partners, children, pets, significiates of birth,

! An abbreviated version of this paper appearderiancial Sector Technologiay/June 2007, p.59.

2Klein, Daniel V. (1990) Foiling the Cracker; a Seywof, and Improvements to Unix Password Secufitgceedings of the United
Kingdom Unix User's Groug,ondon, July.

% Spafford, Eugene H. (1992) Observations on reesadssword choiceBroceedings of the 3rd Security Symposiusenix, Sep-
tember.

4 Schneier, Bruce (2006) MySpace Passwords ArerliuBob. Wired, December 14.
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etc, but it also brings other guessable possislito the fore, e.g. home address (23eaststreatyltaral preferences
(starwars2). Enriching the password well-formednemssstraints can further squeeze out meaningfud, therefore
guessable possibilities. For example, prohibitiaggwords with clusters of digits at the beginningmd of alphabetic
sequences helps reduce guessability.

Imposing minimum length and complexity constraictn be fairly effective in blocking dictionary atks, so
password guessing becomes a game of numbers. th arpassword it becomes necessary to iterate ghrail
possible sequences allowed by the symbol set ality pwnstraints until the correct one is foundisTis like clicking
through every setting of a combination lock urttisprings open. Short passwords composed from sihatbcter sets
define a smaller search space than longer passworndgosed from larger character sets, so theyhawrdtically more
vulnerable. For example, the search space for mdigit numeric PIN consists of 10,000 possibiltield), whereas
for a case-sensitive eight-character alphanumesssord it is 218,340 billion (8

In the IT security business large numbers are caimfp so the arithmetic appears to drive us towantgposing longer,
more complex passwords. But given that increadiegsecurity of a password tends to diminish itdilisawe need to
ask: how secure does a password need to be, anddumne can it be before it starts to become ute@ab

In an important paper published in 1959, the pshatfist George Miller summarized evidence that mp=tple can
remember about seven chunks of information in warkinemory> Subsequent investigation has established that the
number of chunks is actually closer to f6uFhus, in order to remember longer strings of ottera it is necessary to
break them into a maximum of around four chunkds & why we tend to segment telephone numbersthme or
four clusters. But as passwords get longer, cangisif arbitrary sequences of characters with fememonic ‘hooks’,

so it becomes harder to analyze them into memoshletures. Unfortunately, unguessable passwdsdstand to be
unmemorable and therefore unusable.

How many symbols long does a password string readlyd to be to deliver acceptable security? Mostsoélready
trust our personal bank accounts to an ATM usipgssword that is only four digits long, i.e. toeaich space of only
10,000. This is an acceptable level of securittheyATM case because:

1. Physical possession of the ATM card (or a clone@digired before an attempt to crack the passwancobegin.

2. The maximum loss exposure if the password is chtkow, tending to be capped by the account’sdr@wal
limit.
3. Most ATM accounts disable the card after abouteladed attempts.

Given the capped loss exposure, most people aliaghib accept a 1 in 3,333 (i.e. 3/10,000) risattthe password for
a stolen card will be guessed correctly beforectirel is disabled. So if four-digit passwords amdgpd good enough
for ATM transactions, how complex do passwords neegke for card-not-present Internet banking tratisas, where
the loss exposure is potentially much higher?

Password disclosure

Once we move beyond passwords that are triviallpenable to dictionary attacks (like passwordl}réasing the
complexity of Internet passwords in sensibly engied applications adds little to security and cetually cause a
significantreductionin security.

5 Miller, George A. (1956). The magical number sey#us or minus two: Some limits on our capacitygoocessing information.
Psychological Revievf3, 81-97.

& Cowan, Nelson (2001). The magical number 4 in stesrh memory: A reconsideration of mental storaggacity.Behavioral and
Brain Sciences24, 87-185
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The longer and more arbitrarily structured a pasdvigy the less memorable it will tend to be. TéssImemorable the
password, the more likely the user is to writeatvd. Indeed, some industry figures are even rejgdtie conventional
wisdom that passwords should never be written dand, are now advocating precisely this. For examylerosoft's
Jesper Johansson has observed that the secuistipdhas been giving out the wrong advice aboaswards for 20
years: “| claim that password policy should say gbould write down your password. | have 68 diffiengasswords. If
| am not allowed to write any of them down, guedsmiM am going to do? | am going to use the sanssward on
every one of them®.

Johansson is correct that only the rarest of saviantapable of the superhuman feats requiredrteméder all the
‘strong’ passwords the average user has to martagehe is also straying into perilous territory. shelf-full of
research shows that the majority of identity théfgin with the theft of personal information byopke close to the
victim — family, friends and colleagues. For exaeppt has been claimed that up to 70 percent oftiyetheft occurs
within companie$.When Richard Smith explored a number of workplaoesee what he could find, his results were
alarming:

Coincidentally, mouse pads are shaped like mingatloormats. Just as some people hide house kegs und
doormats, some hide passwords under mouse padocg@sionally perform "mouse pad surveys" at
companies using computer systems. The surveysuodkr mouse pads and superficially among otherrpape
near workstations for written passwords.

Smith's desktop surveys discovered ill-concealessyards in up to 9% of workstations in companieg faced no
requirement on users to change their passwordsdieally. But amongst the companies Smith survelyed force

regular password changes, he discovered poorlyehigehsswords at between 16% and 39% of workstat{die

widespread belief that forcing regular passwordhgeaincreases security turns out to be anothédrasiet plausible-but-
false IT security myths.)

Increasing the length, complexity, and frequencycbénge of passwords may increase the arithmetiarise of
passwords, but these measures dramatically incteaggobability that real users will compromiseitrown password
secrecy. Any password policy that drives more taahird of users to disclose their passwords witasy reach of
their office PCs is clearly still operating in ttealm of idealized myth rather than hard-nosedtyeal

It is not just memory problems that cause usedisclose their passwords. The last few years haga a dramatic rise
in the number and ingenuity of Internet “phishiragtacks. One variety of phishing operates by lutitigrnet users to a
fake copy of a real online service, such as amerttiank. Users enter their login credentials indgfaith, but in so
doing they disclose the credentials to fraudstdrs will gladly use them for criminal purposes. Aeatc studies have
shown that “some visual deception attacks candweh the most sophisticated uséefs.”

One response to this kind of 'social engineerimishpng, is to deploy mutual authentication. Onethaf things that
makes phishing possible is that in traditional hegusers are required to authenticate themselvdgtonline service
but the service is not required to authenticatfit® the user. The simplest variety of mutualheutication requires
the user to store some personal information, sgch phrase or picture. When the service presentsighr with a
password entry screen it should display the upeg'sstored information (retrieved on the basishef tiser's username)

" Kotadia, Munir (2005) Microsoft security gurutdmwn your password&NET News.coniay 23.

8 Collins, Judith (2005) Identity Theft: Now It's YoRroblem Microsoft.com.

® Smith, Richard E. (200uthentication: From Passwords to Public Kegldison-Wesley.

19 Dhamija, Rachna, J.D. Tygar & Marti Hearst (2008)Wphishing worksProceedings of the Conference on Human Factors in
Computing Systems (CHI2006).
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to prove that it is the authentic login site, aid some lookalike imposter. The rule for usersoltofv is simple: if you
don't see your pre-stored site authentication tlega don't enter your password — it's probably ishphg site. The
weakness with this approach is that it attemptsotmbat a confidence trick by asking users to ‘refcd, but good
confidence tricks work precisely by deploying whetemeans are required to make targets feel trepeaing careful,
even as they are being scammed with eyes wide dpenfirst independent academic study of what eandiled weak
mutual authentication has shown that as many as &23ers proceed to type in their passwords, eugsn the pre-
stored site authentication data are not displdyed.

A rapidly growing threat comes from keystroke-laggiviruses which can infect a PC and then quiethnitor user

keyboard input until login credentials are typedhe3Ie are captured on input and immediately despatolier the

Internet to the originating criminals, who can uBem to access the user's account. A similar threates from

keyloggers, which are tiny physical devices that lba discretely plugged into the back of user Rd&re they capture
every keystroke for subsequent harvesting. In 207 a six year old child managed to plug a keydwgnto the PC
of Anne Milton, MP, when she left her computer teadled for 60 seconds inside the British Parliarbeiiting?

The landscape of Internet password security hasgdth beyond recognition. In the age of phishing, scurity
certainties about what makes a password securenged apply. The greatest threat is no longeredl&d password
guessability, but to password disclosure. A twalharacter alphanumeric password is no safer th&oum digit

numeric PIN to a well-constructed phishing attatk.a world where users are freely able to discltsgr own

credentials, increasing the theoretical, arithmsécurity of a password actually increases thditiked that the user
will disclose it. The simplest conceivable phighiattack involves a fraudster sending a victim araié requesting
username and password by return. Bizarre as it se@ym, a small percentage of users will reply sendieir

confidential details straight back. This vulnerapilwill continue for as long as we continue to &éasnline

authentication on conventional passwords.

We hear a great deal these days about Interneth2.@econd wave of Internet technologies that nfimra the primary

focus of Internet 1.0 on information retrieval taich greater focus on value transactions. Convealtipaisswords have
served us fairly well in the Internet 1.0 era, With a changing threat landscape, and a growingirement for secure
transactional authentication, the time has sureiyieto start planning for a new generation in pasgdwuthentication,
Passwords 2.0.

Passwords 2.0

The Passwords 2.0 revolution has already beguange of one-time and multi-factor password sol&isnavailable,
making positive contributions to improved authediicn security. While much of the progress has hleedable,
today’s leading Passwords 2.0 contenders stillextdonly specialized niches rather than the prolategeneral. For
example, PKI solutions offer impressive levels e€wity based on an authentication exchange inwvglypiublic and
private digital certificates under the supervisadran independent trusted authority. In practieetdthnical challenges
of understanding, implementing and maintaining B&lltions have meant that successful deploymeatsare or less
confined to well-supported corporate environmeftl, for all its security muscle, lacks a key compnt of the
success of Passwords 1.0: simplicity.

Part of the security strength of PKI is that itdsda vital component of the identity credentialse- digital certificate -
from the ordinary user, who may not even realizat ih exists. This makes it difficult for users disclose their

11 Schechter, Stuart E., Rachna Dhamija, Andy Ozmetastn8Fischer (2007) The emperor's new securitycatdirs: an evaluation of
website authentication and the effect of role pigydn usability studie$EEE Symposium on Security and Priva@gpkland, May.
12\wmww.bbc.co.uk/pressoffice/pressreleases/stori@lBB_march/23/keylogger.shtml
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authentication credentials inappropriately. Oneetipassword tokens share the same property. lapipioach, the user
carries a small electronic key-fob which generatf®sh password every 60 seconds. The one-tinsvpad generator
is synchronized with the online application, sotttiee user can gain access to the application bplgntering the
currently valid password during its short window \lidity. Unwary users cannot definitively compnsm their
credentials because they don’'t know what theirywass will be in a minute’s time, let alone in thergral case.

Password tokens have found popularity with soménertvanking and enterprise network providers, hattare not
without their problems. The initial capital costtokens is high, they are subject to a signifidamel of loss, they are
battery-powered, so need to be replaced every tbrefeur years, and it is necessary to have thertak one’s
possession on every occasion of login. Fundamgntidiugh, this is a solution that will not scaleéheT Microsoft
executive quoted above claimed to have 68 logimaats, so to secure these with one-time passwdahsowould
require 68 separate physical devices, leading tat vghrsometimes called the ‘cargo pants problem’.

Tricerion has developed a completely different amtbvative approach to Passwords 2.0. TriceriordgeBSogin™
solution is a software solution implemented enyirah the server-side; installing it alongside thebvapplication web
in the service-provider’s data centre makes itlate to all users, with no certificates to instélardware tokens to
carry, or client-side software to be installed @emuPCs. It is a rare example of what is sometioadied a ‘zero
footprint’ solution, i.e. it can be deployed sol#fyough the user’s existing browser, with no farteetup required.

Tricerion SafelLogin replaces conventional alphamionpasswords with picture passwords like the ohews in
Figure 1 below:

m e

Figure 1: Picture password

People who have never seen picture passwords beforetheless immediately know how to use them,estheir function and
purpose are obvious by analogy with conventionaspards. At login time users type in their usernaanel are then presented with
a password entry keypad, like the one shown inr€ig@u

Figure 2: Password entry keypad

The pictures that make up the password shouldibleed in sequence on the keypad, followed by ‘Swbihis is an
example of that rarest of designed artifacts - sh#-documenting interface. Users who have recenedraining
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intuitively know how to proceed, and can enter ithpécture password almost as fast the first timeytbncounter this
login method as they can after becoming experienseds.

The password entry keypad seen by any given ugar#onalized in two important respects. First,|tiok-and-feel of
the keypad background is selected by the useritilinegistration, and may be reset subsequentlyil. For a
minority of users this personalized look-and-fedl provide important reassurance that the logte $ genuine and
not a faked phishing site. If these users see pddilook-and-feel other than the one they haveipusly selected they
should be prompted to terminate the login procatisowt disclosing their password. For the majodfyusers, though,
the look-and-feel personalization will be no mdrart a pleasing design feature.

The second type of personalization in the keypatiush more important from a security standpointy Ajiven user
will always see the same set of keys on their kdyfiaough the key positions will be shuffled on le@cesentation.
Thus the set of keys User A sees will contain fadl keys necessary for User A to enter their paskwalus some
‘padding’ keys to bring the total up to the numbékey positions in the keypad (in this case 12etJA will always
see these same 12 keys on every login occasionglthiheir positions will be shuffled on each preéagon. User B
may see a partially, or completely, different delteys on each login occasion.

This login method can be used from any Interneéseclevice that supports a browser, it requiresproial equipment
to be carried by the user, and it is no harders® than a conventional password. In fact, it iseghat more user-
friendly than conventional passwords due to a éistovered by experimental psychologists almosyé&érs agd®
People tend to remember information presented Msare reliably than information presented teMyar verbally.
The truth of this finding, known as thmécture superiority effectis already familiar to anyone who knows they have
previously met the person in front of them, butreatrrecall their name. A part of the brain spee&di in perception
recalls previously seen visual items; a completely differngart of the braimemembersrerbal or textual information.
Visual perception is much more efficient and rdiathan non-visual memory, so Tricerion SafelLogasgwords
provide a real help to users struggling with thebpem of too many passwords to remember.

Suppose a user has 68 different login accounts. Uder enters their username for one of these atccamd

immediately sees their own personal password-éaypad for that account. Prior to starting the hogiocedure the
user may not have had any recollection of theisyasd, but as soon as they see the set of keypageisrwhich they
only see for this account, they receive strong alistues which prompt recall of the appropriate wasd for this

service. This is rather like the person who salysptildn't give you directions for how to get thdret | could take you
there.” Our brains devolve some of the burden efiai recall out into the world - when we see enowighal cues in
the world this triggers recall of the rest. So whesee the visual specifics of the password enttyplad for my 46th
login account, it triggers painless recall of tixp@priate password associated with that account.

This works particularly well when the user conssigwonstructs a mnemonic story around the pigassword. One
such story for the password shown in Figure 1 might“l drove to the coffee shop; it was rainingl @t out of my
car and | got soaked by a passing truck.” Once suninemonic story has been constructed it is véfigult notto
remember it on subsequent presentation of theasteeypad.

Shuffling of the key positions on the keypad doesappear to impact the effectiveness of recallpag as the number
of keys in the keypad does not exceed about 16. dbeyfling adds important security elements, hejpio protect
against shoulder-surfers (password thieves who twater users’ shoulders as they enter credentsid) against

13 Shepard, RN (1967) Recognition memory for wordsteseres and picturedournal of Verbal Learning and Verbal Behavir
201-204.
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certain kinds of spyware virus. When a key symisotlicked what gets returned over the Internetasthe value
shown on the key but rather the coordinates okthelocation that was clicked on this one-time laypThis means
that the password never exists in digital form wmletshe service provider’s firewall; only insideetfirewall are the
clicked coordinates resolved into password values.

How guessable are picture passwords? This is hamenswer than in the alphanumeric case. In géntra

probability of correctly guessing a password ofjnL from an available alphabet of N symbols is N-. However,

in the case of Tricerion SafeLogin, the set ofakilable symbols will be unknown to the crimintteanpting to guess
the password. Unlike in conventional passwords whhe number of available symbols is limited tosthdhat are
easily typeable on a QWERTY keyboard, the Tricei8afeLogin symbol set is open-ended, and may bg laege

indeed. In the abstract, the chances of guessipgsaword of seven symbols from a 1,000 symbol &etvailable

symbols is 1 in 1000 which is 1 followed by 21 zeros, i.e. a very lrumber indeed.

In reality this is a meaningless figure, since &rign SafelLogin passwords cannot be guessed ialtsteact - they can
only be entered via a specific, personal passwaitdy keypad. If we assume that the user’'s usernbase been
compromised such that the criminal has accessetaigker’'s password entry keypad, the chances afrthenal being

able to guess a seven-symbol password from a tvkelydeypad are 1 in 35.8 million.

Tricerion SafelLogin passwords are for all practipalposes unguessable, even when the approprietenadized
keypad has been compromised. However, as we hare #eis not the guessability of passwords so maghheir
disclosability that determines their effective Iewé security in today’s threat landscape. Tricarmasswords provide
excellent resilience to disclosure attacks, sirsgrsifind it exceptionally difficult to reveal theiecret passwords in the
absence of their own personalized login keypad.

Consider the challenge faced by a phishing attatkéng to obtain the login credentials of a useotpcted by

Tricerion SafelLogin. Suppose a user has the paslsstmwn in Figure 1 above. How will a criminal dmoat phishing

this? They could try luring the user to a fake togite, but this fake site must provide the use¢haimeans of entering
their password. The password capture method usethist all phishing fake sites today is to askuber to type their
password into an input form. However, a SafeLogerls picture password cannot be typed, since tisene match

between typeable characters and SafelLogin pictlmetead, the criminal could try presenting a rantjogenerated

speculative password entry keypad, such as thelmmen in Figure 3.
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Figure 3: A faked password entry keypad

The user being phished ought to notice that thypad has a very different look-and-feel from the dmey usually see
(i.e. the one shown in Figure 2). But even if tiserufails to notice this and tries to proceed widssword entry, they
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will fail at the very first symbol, since this isissing from the fake keypad shown in Figure 3. ddjeone of the
problems a phishing attacker faces is that theytdmren know how many symbols are available in plassword
‘language’, far less which ones are relevant togiagn user.

Suppose for the sake of this example, the passtasrguage’ consists of 1,000 pictures. Leaving @dftke difficulty a
phisher would face in discovering this, the charafea phishing attacker’s randomly generated twdley password
entry keypad containing all four symbols necesdarya user to disclose the password shown in Figureould be
infinitesimally small, and for a realistic sevemdyol password it would be orders of magnitude senalbain. In the
general case, if:

m = the total number of symbols in the passwordglaage’

n=the number of keys shown on the keypad

g = the number of symbols in the password

p = the probability that a randomly generated kelywal contain a particular password

then:

p = (m-g)!nY/((n-q)!m!)

Under realistic conditions the chances of a us@rgoable to enter their password on a phishingckétids randomly
generated password entry keypad are vanishingljl.sma

Since phishing by keypad guessing is impracticaly labout other social engineering means? The pigsaitacker
could request that the user describes their passimosome way. The simplest and most obvious wagotohis is by
reference to keypad position (e.g. “the first syiisoin the top left of the keypad”) but of coursigis will be
meaningless due to the shuffling of key positiongach presentation.

Alternatively, the user could offer a short verdakscription of the password symbols. For example,pgassword in
Figure 1 could be described as “car, cup, clougtkit. This is not as useful as it might at firspapr, since there are 18
different sequences that correspond to this desmmijn the keypad shown in Figure 2, only one &fich is correct. If
the account locks after three failed login attenipptemains unlikely that the phishing attackerl i able to access the
account, even after the user has attempted toodisdhe password. (Note that there are also 10bp®ssar, cup,
cloud, truck” sequences in the phishing keypad shimmFigure 3, none of them correct.)

The user might try writing a more detailed desdiptof the symbols, e.g."the first symbol is a blkar, with round
headlamps, facing head-on towards you...”. Howeivethe unlikely event that the user can be persdéad go to all
this trouble to disclose their password, it candogued that this is willful, not accidental disalos, which has
implications for who pays in the event of loss.

A further benefit of Tricerion SafelLogin is thatistimmune to most Trojan virus attacks, which Iskegin credentials
by capturing keystrokes and sending them back eoctiminals. With picture passwords there are ngskekes to
capture, and any more sophisticated image captuogaris (which are still relatively rare) will reqai human
processing of data to extract useable results.eSamtine identity theft is a numbers game, anythheg significantly
decreases the automatability of attacks incredmeebkelihood that sites with this protection itage will be left alone
in favour of easier targets.

While Tricerion SafeLogin offers industry-leadingthentication security, it also opens up the padsitof enriching
the user’s experience of the service providersatbrduring login. For example, Figure 4 shows howirdage car
company could add its distinctive branding to @gih experience.
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Figure 4: A vintage car company password entry keypad

Figure 5 illustrates how an online video game camypaight brand its logins.

Figure 5: An online video game password entry keypad

Migrating users from conventional alphanumeric pasds to Tricerion SafelLogin picture passwords lbarmanaged
in easy steps so as to retain user support andamaemooth operations. Perhaps the simplest apbrigaa two-step
process in which users are first upgraded to kepaid of their existing alphanumeric passwordngs personalized
alphanumeric password entry keypad like the onesvshin Figures 6 and 7 (where the look-and-feel kewyl set are
personalized to the user).

Figure 6: An alphanumeric password entry keypad
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Figure 7: Another alphanumeric password entry keypad

Once the users have grown accustomed to entersgyvpads by clicking on a personalized keypad, seeond step
the passwords can be upgraded to picture sequenitieshe concomitant change to picture keys onkiagpad, but the
general keypad look-and-feels previously selectu lne retained. This effectively reduces the soéleach change
step to manageable proportions, and increases sbes’usense of continuity as they migrate from lotee higher
security.

Conclusion

In today’s threat landscape, organizations thatémpnt Password 1.0 security and rely on old ITusgcorthodoxies
to protect their user authentication are leavirgthelves exposed to serious risk of compromiseev generation of
Password 2.0 solutions is required to meet thieatthrOne of the first of these, Tricerion SafelLowiith picture

passwords, effectively kills social engineeringgblimg attacks and Trojan virus spyware attacksl|siviricreasing the
memorability of passwords and decreasing the pilisgithat users can inappropriately disclose thpasswords
through written, typed or spoken means. These isreain easily be deployed from the server sigguire no special
user training, and do not negatively impact usabildn the contrary, they furnish service provideith a powerful

new tool for brand reinforcement during the useirgrocess.

Password security used to be all about making parslsaunguessable; now they also need to be undédd® in order
to be secure against the latest attacks. Tric&@afaLogin provides unparalleled protection on Haothts with minimal
implementational or operational overhead and alhigbst-effective pricing model. Passwords 2.0 duaived.
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