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The solution: personalised login securing identity 
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Password login security 

Current problem SafeLogin
 

The proliferation of applications requiring 
passwords has ignored the need for strong mutual 
authentication as part of the login procedure. 

The lack of security offered by traditional 
passwords has been highlighted by the alarming 
number of successful attacks. 

Strong mutual authentication has led to a 
proliferation of one-time password hardware 
tokens, smartcard readers and other devices that 
have exposed the cost and issues involved. 

Embedded software, virtual tokens and one-time 
passwords via mobile phone are also being used but 
they have their own issues. 

The cost of distributing, replacing and supporting 
tokens tends to be huge. This has led many 
potential clients to put off the deployment of strong 
mutual authentication. 

SafeLogin enterprise solutions offer a ά½ŜǊƻ-
ŦƻƻǘǇǊƛƴǘέ (deviceless), server-side strong mutual 
authentication with a high level of security for 
almost all login procedures. 

The web access security app is highly scalable with 
no end user installation required as it is a 100% 
server-side solution. 

The solution is complimentary to legacy securities. 

A simple and intuative user registration procedure 
can be followed to enroll new users, without need 
for support and without the need for any additional 
logistics. 

! άhƴŜ-¢ƛƳŜά ǇŀǎǎǿƻǊŘ ǎƻƭǳǘƛƻƴΦ 

Applications for SafeLogin include Internet banking, 
employee access to enterprise systems via Internet 
or VPN, and online login for access to any value 
transaction or sensitive data transactions on the 
Internet. 

 

Online fraud is a major problem and the early solutions that were adopted have proved expensive 
to set-up and support. 
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Security for the future 

Strong Mutual Authentication 

 A unique, user-specific, one-time login environment, protecting against all today's major login 
identity theft exploits. 

Truly innovative, simple to use with no user adaption obstacles, no gadgets and at low cost. 

Complimentary with existing security 

 The online authentication complements existing systems, and works well as part of a multi-layer 
solution. It enhances both actual and perceived security, without impairing user experience. 

One-time password entry 

 SafeLogin generates a one-time password entry keypad allowing the user to enter a password 
consisting of a sequence of images using a simple and intuitive one-time keypad. 

Picture passwords 

 Research has proven that picture passwords, like SafeLogin, are easier to remember and offer 
advanced user experiences. 

ά½ŜǊƻ CƻƻǘǇǊƛƴǘέΥ bƻ ƻǘƘŜǊ ŘŜǾƛŎŜǎ ƴŜŜŘŜŘ 

 No ancilliary device such as a token for authentication, a major cost reducing factor. 
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 {ŀŦŜ[ƻƎƛƴ ŀǘ ǳǎŜǊ ƭŜǾŜƭ όмύΧ ¢ƘŜ ǳǎŜǊ ŎƘƻƻǎŜǎ ǘƘŜƛǊ ǇŀǎǎǿƻǊŘΧ 

1. User selects their password images from the selection ǇǊƻǾƛŘŜŘ ƛƴ ǘƘŜ ƭƛōǊŀǊȅ Χ ŀƴŘ ŜƴǘŜǊǎ 
them in the order they wish to use as their authentication password   
(four pictures in this example) 

2.   And ǾŜǊƛŦƛŜǎ ǘƘŜƛǊ ǎŜƭŜŎǘƛƻƴΧΦ  

3.   ¢ƘŀǘΩǎ ƛǘΣ ǘƘŜ ǇŀǎǎǿƻǊŘ ƛǎ ǎŜǘ ŀƴŘ ƛǎ ready for use!  

LƳŀƎŜǎ ǊŜǇƭŀŎŜ ŘƛƎƛǘǎ Χ ǘƘŜȅ ŀǊŜ Ŝŀǎȅ ǘƻ ǊŜƳŜƳōŜǊΗ 
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Two simple steps: Enter the username from the application, then the image password 

Username is                             
keyed in as normal 

Enter the password by clicking the on-
screen images in the order chosen for 
the password 

 ¢ƘŀǘΩǎ ƛǘΗ 
 ¢ƘŜ ǳǎŜǊ ƛǎ ƴƻǿ ŀǳǘƘŜƴǘƛŎŀǘŜŘΧ 

9ȄŀƳǇƭŜ ǳǎŜǊΩǎ ǇŀǎǎǿƻǊŘ ҔҔҔ 

 {ŀŦŜ[ƻƎƛƴ ŀǘ ǳǎŜǊ ƭŜǾŜƭ όнύΧ ¦ǎŜǊ !ǳǘƘŜƴǘƛŎŀǘƛƻƴ ŀǘ [ƻƎƛƴΧ 
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άhƴŜ-timeέ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ŀŎƘƛŜǾŜŘ ōȅ ǾŀǊȅƛƴƎ ǿƘŜǊŜ ǘƘŜ ǇŀǎǎǿƻǊŘ ƛƳŀƎŜǎ ŀǇǇŜŀǊ ŀǘ ŜŀŎƘ ƭƻƎƛƴΦ 

 {ŀŦŜ[ƻƎƛƴ ŀǘ ǳǎŜǊ ƭŜǾŜƭ όоύΧ άhƴŜ-¢ƛƳŜέ !ǳǘƘŜƴǘƛŎŀǘƛƻƴΧ  
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tƛŎǘǳǊŜǎ ŎŀƴΩǘ ōŜ άǇƘƛǎƘŜŘέΣ ƪŜȅ-ƭƻƎƎŜŘ ƻǊ ǿǊƛǘǘŜƴ ŘƻǿƴΧ 
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Χ ŀƭǘƘƻǳƎƘ ǇƛŎǘǳǊŜǎ Ŏŀƴ ǎǘƛƭƭ ōŜ ǇǊŜǎŜƴǘŜŘ ƛƴ Ŝŀǎȅ-to-remember themes for users  
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Traditional alpha-ƴǳƳŜǊƛŎ ŦƻǊƳŀǘǎ Ŏŀƴ ǎǘƛƭƭ ōŜ ǳǎŜŘΧ 
The digits are still created as pictures, and one-ǘƛƳŜ ǇŀǎǎǿƻǊŘǎ ŀǊŜ ǎǘƛƭƭ ǇǊŜǎŜƴǘŜŘ ƛƴ ǘƘŜ ǎŀƳŜ ǿŀȅΧ 
 

Each time a login occurs, the entry pad presents the keypad  
with the image locations varied (including the password 
images)  

Alpha-numeric passwords can still be written down or shared (legitimately or otherwise), and so while in this example the 
ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ƛǎ ǎǘƛƭƭ ƳƻǊŜ ǎŜŎǳǊŜ ǘƘŀƴ άǇŀǎǎǿƻǊŘ мΦлέΣ ǘƘƛǎ ŜȄŀƳǇƭŜ ƛǎ ƴŜǾŜǊ ŀǎ ǎŜŎǳǊŜ ŀǎ ǘƘŜ ǇƛŎǘǳǊŜ ǇŀǎǎǿƻǊŘ ƻǇǘƛƻƴΦ 
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{ŀŦŜ[ƻƎƛƴ ǿƻǊƪǎ Ŝǉǳŀƭƭȅ ƛƴ ŀ ά¢ƘǊŜŜ-{ŎǊŜŜƴέ ŜƴǾƛǊƻƴƳŜƴǘΧ 
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Identical security principles across all screens, ideal for mass-consumer applications 

Mobile Device Laptop/PC Interactive TV 

¢ƘŜǎŜ ǘȅǇŜǎ ƻŦ ŀǳǘƘŜƴǘƛŎŀǘƛƻƴ ŘŜǾƛŎŜǎ ŀǊŜ ƴƻǘ άȊŜǊƻ ŦƻƻǘǇǊƛƴǘέ ŀƴŘ Řƻ bh¢ ǿƻǊƪ ǎŀǘƛǎŦŀŎǘƻǊƛƭȅ ƛƴ ŀ 
three-screen environment at mass consumer level, as they are both expensive and complex to use 
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{ƛƳǇƭŜ ƻǊ ƴŜǳǘǊŀƭ ŀǇǇŜŀǊŀƴŎŜΧƻǊ Ŧǳƭƭȅ ōǊŀƴŘŜŘ ŀŘǾŜǊǘƛǎƛƴƎ 
Enriching the user experience of the service provider's brand during login. 
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Triangulation ς Assuring impressively high levels of security  
SafeLogin incorporates an innovative and patented login procedure that orchestrates the user, the 
web application and SafeLogin to triangulate the login.  
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Benchmark ς Security solution categories 
Χ ŀƴ ŀǘ-a-glance comparison 

Conventional Login 
Other Image 

Passwords 
Certificates Smartcard/Token Out-Of-Band Biometrics Tricerion SafeLogin 

Simple interaction 

Familiar login business logic ᾜ ᾠ ᾜ ᾠ ᾠ ᾠ ᾜ 

Simple logistics 

Easy user setup ᾜ ᾜ ᾠ ᾠ ᾜ ᾠ ᾜ 
Easy to reset  

e.g. forgotten, lost or compromised 

 
ᾜ ᾜ ᾠ ᾠ ᾠ IMPOSSIBLE ᾜ 

Zero-footprint 

Nothing for user to carry or install ᾜ ᾜ ᾠ ᾠ ᾠ ᾠ ᾜ 

Low cost ᾜ ᾜ ᾠ ᾠ ᾠ ᾠ ᾜ 

Security and usability aligned ᾠ ᾠ ᾜ ᾠ ᾠ ᾠ ᾜ 

Mutual authentication ᾠ ᾜ ᾜ ᾜ ᾜ ᾠ ᾜ 

Cryptographically strong 

Resistant to brute force attack ᾠ ᾠ ᾜ ᾜ ᾜ ᾜ ᾜ 

Protects against dictionary attacks ᾠ ᾜ ᾜ ᾜ ᾜ ᾜ ᾜ 

Protects against pharming attacks ᾠ ᾜ ᾜ ᾜ ᾜ ᾜ ᾜ 

Protects against phishing attacks ᾠ ᾜ ᾜ ᾜ ᾜ ᾜ ᾜ 

Protects against keystroke logging 

Trojan spyware attacks ᾠ ᾜ ᾜ ᾜ ᾜ ᾜ ᾜ 

Page Á 13 


