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The background

Thesolution: personalised login securing identity
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The benefits
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Online fraud is a major problem and the early solutions thate adoptedhave proved expensive

to setup andsupport

Current problem SafelLogin

& The proliferation of applicationsrequiring = SafelLogienterprise solutions offer & %S NP
passwords has ignored the need for strong mutual T 2 2 U LeWcéless), servaeside strong mutual
authentication as part of the login procedure. authentication with a high level of security for

. .. almost all login procedures.
i Thelack of securityoffered by traditional 9np

passwords has been highlighted by the alarming # The web access security app is highly scalable with
number of successful attacks. no end user installation required as it is a 100%

o serverside solution.
# Strong mutual authentication has led to a

oroliferation of onetime password hardware # The solution igomplimentaryto legacy securities.

tokens, smartcard readers and othaéevicesthat # A simple and intuative user registration procedurg
have exposed the cost and issues involved. can be followed to enroll new users, without need
for support and without the need for any additional

i Embedded software, virtual tokens and etime

passwords via mobile phone are also being used| bt logistics. o 5 )
they have their own issues. #! alRWYSa LI aag2NR azt dzo.
i The cosbf distributing, replacing and supporting = Applications for SafeLogin include Internet banking,
tokenstends to be huge This has led many employee access to enterprise systems via Interpet
potential clients to put off the deployment of strong or VPN, and online login for access to any value
mutual authentication. transaction or sensitive data transactions on the
Internet.

© Tricerion Ltd 2011 PageA3



Security for the future
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Truly innovative, simple to use with no user adaption obstacles, no gadgets and at low cost.

%

i Strong Mutual Authentication

Aunique, usetspecific, ongime login environment, protecting against soday s majorlogin
identity theft exploits.
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i Complimentary with existing security

Theonline authentication complements existisgstemsandworks well as parbf amulti-layer
solution. It enhances both actual and perceived secunitihout impairing user experience.

= Onetime password entry

SafeLogimenerates a ondéime password entry keypad allowing the user to erdgrassword
consisting of a sequence of images using a simplerdaitive one-time keypad.

i Picture passwords

Researchhas proven that picture passwords, ligafeLoginare easier taememberandoffer
advanced user experiences.
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No ancilliary device such as a token for authentication, a major cost reducing factor.
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1. Userselects theipassword imageBom the selectiollIN2 A RSR Ay (UKS f A0

them inthe order they wish to use as thauthentication password
(four pictures in this example)

O ull 1@ A aa ® ' 83
=50 /e Q| B | e
A/IQG’@J’;X’(DT »

¢ 0 0 ¢
& & &
&

Emlllﬂlll

Ty

3. CKIGQa AGE (KS rdatly foriger NR%%{&FT J) A 3

© Tricerion Ltd 2011 PageA5

J

> AMdGSNR TASE K %




U R . ®
==m [rICerion
identity integrity

(FFS[23AY G dzaSNJ £ S@PSt 6HOX ! 3

a
|
Two simple steps: Enter the username from the application, then the image password
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of security when

nsks are hlgher

Another way to keep highe
risk transactions secure

&

Enter

| Cancel

18 Month Fixed Term
Deposit Account

@
®
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Username is Enter the password by clicking the en ¢ KI
keyed in as normal screen images in the order chosen for ¢ KS
the password
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Green Environment Shopping The Internet The Media Icons
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Circular Actions
cons
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The digits are still created as pictures, and-ond YS LI 8462 NRa | NB a0Af
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Username:

ndorsusz
Please enter your username an
press Submit below;
osuomt
Forgotten your login details?
clekthelosofortelp == :6 Each time a login occurs, the entry pad presents the keyy
with the image locations varied (including the password
images)

Alphanumeric passwords can still be written down or shared (legitimately or otherwise), and so while in this exam
| dZUKSYUAOIlIUA2Y Aa auAff YZNB aSOdzZNbs UKIFYy alLJ aag2z2NR
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|ldentical security principles across all screens, ideal for {T@ssumer applications

Mobile Device Laptop/PC Interactive TV

RSA

SecuriD®) =

¢KSasS 0eéellsSa 2F dzZKSYUuAOlI A2y RSOAOS&Aa I NB y2i
three-screen environment at mass consumer level, as they are both expensive and complex to use
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Enrichinghe userexperienceof the serviceroviders brandduring login.
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Triangulationg Assuring impressaly high levels of security

SafelLogimcorporates annnovative and patented¢bgin procedure that orchestrates the user, the
web applicationand SafelLogirno triangulate the login.

Application
Webserver

Safelogin
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Benchmarkg Security solution categories

X | y&-gldnde comparison

Tricerion®

identity integrity

r .
Conventional Login Sl kL) Certificates Smartcard/Token Out-Of-Band Biometrics Tricerion SafeLogin
Passwords
Simple interaction ’ ” ’ ’ yr
Familiar login business logic A H ({) ({) (g M
Simple logistics ” ’ ’ ” ’ -
Easy user setup H ({) (p H Q) H
Easy to reset . . , , , .
e.g. forgotten, lost or compromised H H 6% 00 00 IMPOSSIBLE H
Zero-footprint "H "H ’ ’ ’ ’ "H
Nothing for user to carry or install . . (J}J ({.) ({.) ({.) .
row cost H H W W W W H
Security and usability aligned ("p d;) "H (’p d.) d.) "H
Mutual authentication (A:) "H "H "H "H d) "H
Cryptographically strong ’ ’ ” ” ” ’ ”
Resistant to brute force attack (P ({) H H H H H
Protects against dictionary attacks d_) "H "H "H "H "H "H
Protects against pharming attacks (b "H "H "H "H "H "H
Protects against phishing attacks (b "H "H "H "H "H "H
Protects against keyStrOke Iogglng ’ 14 14 14 14 14 14
Trojan spyware attacks (é) H H H H H H
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